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Considerations when using telehealth during the COVI-D 19 crisis to reach patients at home.  If you need help or have 
questions, please contact telecare@uky.edu or 859-257-6404 
 

1. Security - Zoom is the current telehealth platform for videoconferencing with patients in their homes.  There are 
many articles regarding the security of Zoom.   

a. We recommend that all providers have a UKTH Zoom account that looks like 
https://ukth.zoom.us/j/XXXXXXXXXX with XXXXXXXXXX as a numeric meeting room ID.  These 
accounts are limited and currently should be used only by providers that are licensed to bill for clinical 
encounters.  All others must use a UKY zoom account like https://uky.zoom.us/j/XXXXXXXXXX.  The 
UKY accounts can have all the security features of the UKTH accounts, but they must be enabled.  
Password protection is one way to dramatically increase security for those that have meetings but want 
an extra layer of security but the best way is to use the “waiting room” feature that requires the provider to 
“admit” the patient into the videoconference. 

b. The UKTH vs. UKY account problem is especially problematic for those providers that are a part of the 
telehealth Urgent Care Clinic which currently requires a UKY account while providing those services.  
Rather than converting between the two instances of Zoom, these providers should have two Zoom 
accounts, each tied to separate email addresses.  The TeleCare team can assist you with this process. 

c. Providers should NOT switch accounts between UKY and UKTH.  This creates problems by disabling 
critical features that results in the providers not having access to their account or the loss of features that 
provide security. 

d. Providers and patients should be in a quiet and secure location so others cannot see or hear the video 
visit.  Headphone use can reduce the likelihood of others hearing the conversation. 

 
2. Do not use the “virtual background” feature of Zoom that projects a picture image behind the participant.  Without 

a production quality “green screen” the image that is projected to the patient can be very poor. 
 

3. Please be careful when making changes to the settings in your Zoom account.  This has led to many providers 
accidentally changing security settings that jeopardize the security of their patient calls. 
 

4. The normal Zoom ID looks like https://uky.zoom.us/j/XXXXXXXXXX or https://ukth.zoom.us/j/XXXXXXXXXX 
where the X’s represent a random list of numbers assigned by Zoom, but you may create a “personal link” 
comprised of alpha-numeric characters that will appear as https://uky.zoom.us/my/XXXXXXXXXX where the X’s 
represent your name (drjohnsmith) or other character string.  If you create a personal link, the original 9 or 10 digit 
Zoom number will continue to work. 

 
5. Treat the video clinical encounter just as you would any other clinic visit.  It is important to be appropriately 

dressed with good lighting and any other consideration to improve the audio/video quality of the encounter.  Be 
careful not to have the camera positioned too low or you give an unnatural image of yourself.  Ideally, the camera 
should be approximately eye level.  Try to position the camera and the patient’s image on the monitor close to 
one another so you appear to be making eye contact.  You may have two monitors.  Don’t position the patient’s 
image on one monitor and place the camera above the other or you will appear to be looking away.  If you must 
avert your eyes to the patient’s medical record information, please tell them that “if I appear to be looking away, I 
am reviewing your medical information”. 

 
6. As a provider, you must also understand that the videoconference encounter does not alleviate any duty to care 

or protect.  If you see something occur on the screen or in the patient’s home, you are held to the same standard 
as if you would have experienced those events in the clinic setting. 

 
7. The Kentucky TeleCare office has created a SIMPLE guideline for conducting telehealth encounters: 

a. Setup early to optimize audio and video settings 
b. Introduce everyone in the room and make sure the patient is comfortable with the process 
c. Manage the technology, communication, patient encounter and the process 
d. Provide care by being prescriptive and asking for the information required for clinical decision making 
e. Limit distractions by keeping your focus on the patient as if they were sitting in the same room 
f. Engage the patient by involving them in every step of the process, discussing your findings and 

recommendations and confirming follow up plans 
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